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Legal Alert

New Regulations Issued by the 
U.S. Department of Health and Human Services (“HHS”)

Effective September 23, 2009, new regulations issued by the U.S. Department of Health and Human Services 
(“HHS”) will require covered entities to notify affected individuals and HHS following the discovery of a breach 
of patient information.  These regulations are more expansive than other notification laws that may already 
exist.  Under these new regulations, covered entities must analyze every privacy and/or security incident to 
determine whether a notification requirement exists and then satisfy detailed notice requirements.  

What is a “Breach”?  
A “breach” is defined as the unauthorized acquisition, access, use or disclosure of unsecured Protected Health 
Information (“PHI”) which compromises the security or privacy of the PHI.  It is important to note that this 
definition of breach is broader than most state notification laws under which most covered entities have already 
been operating for a number of years.  While state notification laws may only require notification when there is 
an unauthorized disclosure of social security numbers or other specific kinds of personal information, under 
these new Federal regulations, unauthorized access, acquisition, use or disclosure of any PHI, not just social 
security number, is a potential breach.  Further, unauthorized uses of PHI, not just access or disclosure, 
requires notification.  

These notice requirements also apply when breaches occur while PHI is held by a business associate.  
Therefore, it is important to educate business associates regarding their reporting obligations.  

What is “Unsecured Patient Information”?  
Unsecured PHI is defined as PHI that is not secured through the use of a technology or methodology specified 
by HHS in guidance.  In order to be secured, PHI must be rendered unusable, unreadable or indecipherable to 
unauthorized individuals.  Examples of accepted security methodologies include encryption of data and 
shredding of documents. 

How do you determine whether security/privacy has been “Compromised”?
The notice requirements only apply when there has been a  breach that compromises the security or privacy of 
an individual’s PHI.  A compromise of security or privacy occurs when there is a significant risk of financial, 
reputational or other harm to the individual.  When evaluating the risk of harm, covered entities should 
consider, as applicable: (1) who impermissibly used the information; (2) to whom the information was 
impermissibly disclosed; and/or (3) the type and amount of PHI involved.  Such risk assessment must be fact 
specific and documented in order to substantiate notification determinations.   

When does the notification need to be made?  
Notification of the breach should be sent without unreasonable delay and no later than 60 calendar days 
from the date of discovery.  The date of discovery of the breach is the first day the breach is known or should 
reasonably have been known by the covered entity, including its employees and agents (e.g., certain business 
associates).  The regulations specify the contents of the notification, as well as requirements for substitute 
notice when contact information for an individual is not available or incorrect.  
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Does HHS need to be informed of the Breach? 
Providers must annually provide HHS with a log of all security breaches that have occurred during the past 
year.  In addition, if over 500 individuals are affected by the breach, HHS must be notified of the breach at the 
same time as the affected individuals. HHS will post breaches involving more than 500 individuals on its 
website.  

What do covered entities and business associates need to do? 
We recommend that covered entities and business associates proactively put into place a security breach 
response program that defines notification requirements and the steps that must be taken to address breaches 
as they occur.  At the very least, HHS has explicitly stated that it expects covered entities to educate workforce 
members regarding the breach notification requirements so as to ensure timely breach notifications when 
necessary.  In addition, business associates and other agents must be made aware of the reporting and 
notification requirements.  Finally, if a potential breach occurs, the covered entity will need to perform the risk 
assessment discussed above, and if a risk of harm exists, notify the affected individuals and HHS as required 
by the regulations. 

* * * * *

If you would like assistance in preparing a security breach response program or responding to a 
privacy/security incident, or if you have any questions regarding the new breach notification requirements, 
contact your regular GWT attorney or any member of the GWT HIPAA practice group. 

* * * * *

If you have any questions, please contact the GWT attorney with whom you regularly consult.

About Garfunkel, Wild & Travis, P.C.

Garfunkel, Wild & Travis, P.C. was founded in 1980 with a single purpose in mind:  to become a pre-eminent health care 
law firm attending to the unique business and legal needs of its clients.  Since then, the firm has grown to over 80 
attorneys devoted to addressing the complex legal, regulatory, business and financial needs of its diverse clients.

If you would like to receive Legal Alert mailings from Garfunkel, Wild & Travis, P.C. electronically in the future, or if you 
would like to be removed from the mailing list, please contact us at (516) 393-2258 or subscriptions@gwtlaw.com.  You may 
also visit the Firm's website at www.gwtlaw.com.

THIS MATERIAL IS INTENDED AS INFORMATIONAL ONLY AND THE CONTENT SHOULD NOT BE CONSTRUED AS LEGAL 
ADVICE.  READERS SHOULD NOT ACT UPON INFORMATION IN THIS MATERIAL WITHOUT FIRST SEEKING 

PROFESSIONAL ADVICE.

PLEASE BE ADVISED THAT PURSUANT TO NEW JERSEY RULE OF PROFESSIONAL CONDUCT 7.3(B)(5), WE ARE REQUIRED TO PROVIDE THE FOLLOWING NOTICES:
NOTICE:  BEFORE MAKING YOUR CHOICE OF ATTORNEY, YOU SHOULD GIVE THIS MATTER CAREFUL THOUGHT.  THE SELECTION OF ANY ATTORNEY IS AN 
IMPORTANT DECISION.
NOTICE:  IF THIS LETTER IS INACCURATE OR MISLEADING, REPORT SAME TO THE COMMITTEE ON ATTORNEY ADVERTISING, HUGHES JUSTICE COMPLEX, P.O.
BOX 037, TRENTON, NEW JERSEY 08625.
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